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GIOI THIEU CHUNG

- Tich hop cdng thanh toan néi dia cho chi thé/tai khodn ndi dia (ATM card) phéat
hanh b&i Ngan hang & Viét Nam

- DPay la tai lieu mo ta phwong thire tich hop http redirect gitra website don vi va
website cdng thanh toan OnePAY.

- Céac théng sb va tén URL trong tai liéu la tham sb ctia méi trudng thir nghiém
(Test).

MO TA KY THUAT

1. Luéng két ndi va xtr ly giao dich

Merchant Sytem OnePAY System

1.1 Payment Request (Hitps Redirect)

Frocess with Fartner/Bank/Card
Association

1.2 Paymeant Response (Https redirect)

ry

1.2 IPN Update (API)

&

2. QueryDR (AP}

----1:------
L J
- A

- Buoc 1: (1.1) Glri yéu cau thanh toan (Payment request): DVCNTT gt yéu
cau thanh toan sang OnePAY theo giao thirc Https Redirect GET.

- Buwéc 2: (1.2) Nhan két qua thanh toan (Payment Response): OnePAY xw ly
va tra két qua thanh toan vé website DVCNTT qua Https Redirect GET. Don vi
c6 thé nhan két qua thanh toan qua backend song song v&i nhan két qua trén
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return URL (https redirect). Pon vi can trién khai IPN Update (1.3) & OnePAY

goi cap nhap két qua.

Note:

- (2) Bén canh kénh back end qua API IPN update, OnePAY con cung cap

phwong thirc kiém tra tinh trang giao dich qua ham QueryDR, Tham khao muc

3.

2. Déc ta Yéu cau thanh toan (Payment Request)

- Céu tric Payment URL: https://mtf.onepay.vn/onecomm-

pay/vpc.op?[key=value]&[Key=value]&... (cac key va value dwgc mo ta trong

bang dwdi day, khéng bat budc theo thiy tw)

- Bang Key va Value dung trong Payment URL:

Key

Value

Yéu

cau

Kiéu gia
tri

Do

dai

Cac tham sé tinh: Tai

khoan OnePAY, th

éng s6 céng thanh toan

Version module céng thanh toan, mac dinh la

vpc_Version M Number 2 wo
vpc_Currency M String 3 | Loai tién thanh toan, méc dinh 1a VND
vpc_Command M String 16 Cl‘lu’c nang t“hanr,] toan, gia tri cua doi sO nay
mac dinh |a “pay’
vpc_AccessCode String 8 B ]
M Cap gia tri cia moi don vi do OnePAY cap
vpc_Merchant String 12
vpc_Locale M String > Ngo_ni ngly hle.n thi khi thanh toan. Tiéng Viét:
vn, tiéng Anh: en
vpc_ReturnURL M | String 128 | URL Website DVCNTT dé nhan két qua tra vé.

Cac tham s6 website gan gia tri dong: Price, Order ID...

Ma giao dich, bién s nay yéu cau |a duy nhat

vpc_MerchTxnRef M String 40 méi 1An giri sang OnePAY

vpc_Orderinfo M String 34 Th9ng t'An go’n ?ang, thL‘fo,ng Ia‘ma don hang
hoac mé ta ngan gon vé don hang
Khoan tién thanh toan, khéng cé dau ngan cach
thap phan. thém “00” trwéc khi chuyén sang

vpc_Amount M | String 12 | cong thanh toan. )
Néu so tien giao dich 1a VND 25,000.00 thi so
tien g&i qua la : 2500000

. . Dia chi IP khach hang thwc hién thanh toan —
vpc_TicketNo M String 15 Khong dwoc dat ¢ dinh 1 1P
- . Link trang thanh toan cua website trwéc khi
AgainLink M String 64 chuyén sang OnePAY
Title M String 64 Tiéu dé cong thanh toan hién thj trén trinh duyét

cla chu thé.

Tham s6 chudi ma héa, dwoc

ma hoéa twr cac th

am soé trén.

vpc_SecureHash

M

String

64

Chubi chir ky dam bao toan ven di liéu.
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Thong tin khach hang — Khéng bat buéc

vpc_Customer_Phone (@) String 16 | Sé dién thoai khach hang
vpc_Customer_Email o String 24 | Email ctia khach hang
vpc_Customer_Id (@) String 64 | Ma khach hang

Ghi chu:

- M: Mandatory (Bat budc)
- O: Optional (Khéng bét budc)
- Gia tri cac tham sb v&i font chir tiéng Viét co d4u va ky tw dac biét khéng duoc

chap nhan

cta yéu cau thanh toan (Payment Response)

(1]g

3. Pactatrav

- Céu tric Payment Response URL:
[vpc_ReturnURL]?[key=value]&[Key=value]&... (cac key va value dwgc md ta
trong bang dwdi day, khéng bat budc theo thir tw)

- Bang Key va Value dung trong Payment Response URL:

Value
Ke K.Z ~
/ deu 1 B0 M6 ta
gia tri dai
. - JR— file D
Vi CATTETG String | 3 Gia tr! cAua ypc_Command da gwi di trong file DO duoc
tra lai trén file DR
vpe_ Locale String | 2.5 N%c‘)n n'gACP hién thi khi thanh toan. en-Tiéng Anh, vn-
Tiéng Viét
vpc_CurrencyCode String | 3 Loai tién thwe hién thanh toan, mac dinh 13 VND
.z . > e V4 M hT R f > . . ~ fl D >
vpc_MerchTxnRef String | 1-40 G!a tAr! cya doi sO vpc_MerchTxnRef gwi di tw file DO tra
lai trén file DR
R e String | 1-12 G!a tl"! cla d.OI sO vpc_Merchant gwi di ti file DO dworc
tra lai trong file DR.
vpe._Orderinfo String | 1-34 Gjé tr.i cta dbi sé vpc_OrderlInfo trén file DO dwoc tra lai
trén file DR
vpe_Amount String | 112 Gia tri ctia dbi sd vpc_Amount trén file DO dworc tra lai

trén file DR

M3 giao dich dwoc sinh ra béi cdng thanh toan dé chi
trang thai giao dich.

vpc_TxnResponseCode | String | 3 Gi4 tri 14 “0” (zero) cho biét giao dich da dwoc xt ly thanh
cobng. T4t ca cac gia tri khac cho biét giao dich da bi tir
chédi. Tham khao bang Response Code

La mét s6 duy nhat dwoc sinh ra tir cdng thanh toan
cho méi giao dich.

vpc_TransactionNo String | 1-12 | Théng tin nay dwoc lwu trén cbng thanh toan dé anh xa
cho phép ngwoi str dung thwe hién cac chirc nang nhw
refund hay capture.
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vpc_Message String ;00 M6 ta 16i giao dich khi thanh toan

vpe_ AdditionData String | 6 6’56 di?h danh ngan hang thanh toan (twong tw 6 sb dau
cua thé)

vpc_SecureHash String | 64 Truwdng néy’cho prlép don Avi kiém tra ban tin Payment
Response c6 hop 1é hay khéng.

Mét giao dich chi dwoc coi la thanh céng néu thda man da 2 diéu kién:

- Tham sb tré vé vpc_TxnResponseCode = 0

- Check gia tri hash dung (hash validate)

Trwong hop vpe_TxnResponsCode <> 0: tham chiéu bang ma tra 1&i dé hién thj két

qua giao dich cu thé cho khach hang.

Chu y: S6 lwong tham s tra vé co thé thay ddi trong danh dach tuy thudc trang thai

va loai thé thanh toan.

4. Dac ta Truy van trang thai giao dich (QueryDR API)

- Chi goi ham nay sau 15 phut giao dich

- Phuwong thirc 1a redirect, kiéu GET

- URL Query hé théng test: https://mtf.onepay.vn/onecomm-pay/Vpcdps.op

4.1.Request
Value
Key = R Tz ~
Ygu Kleu.gla Dg Mb ta
cau tri dai
vpc_Command String 16 | Mac dinh la “queryDR”
vpc_Version M String 2 Mac dinh Ia 1
. Gia tri ctia dbi sb vpc_MerchTxnRef glvi sang
vpc_MerchTxnRef M String 40 OnePAY
vpc_Merchant M String 12 Merchant ID OnePAY cép cung tai khoan
vpc_AccessCode M String 8 Access code OnePAY cép culing tai khoan
vpc_User M String 32 User OnePAY cép cuing tai khoan
vpc_Password M String 50 | Password OnePAY cép cung tai khoan
vpc_SecureHash M String 64 | Chir ky
4.2.Response
Value
i Kiéu | Do .
giati | dai Mota
. X&c dinh giao dich tén tai hay khéng
i Strin 1 ’ s i
Ve PIRBSE J v N: Khong tbn tai giao dich
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v Y: C6 ton tai giao dich thanh toan

Ma tra 1&i, xac dinh giao dich thanh cong hay khong

v 0: Giao dich thanh toan thanh coéng
vpc_TxnResponseCode | String | 3 v' <> 0: Giao dich khéng thanh toan thanh cong

v/ 300: Giao dich pending

v" 100: Giao dich dang tién hanh ho&c chwa thanh toan

5. IPN Update API (Instant Payment Notification)

- DPVCNTT xay dwng mot WebServices c6 chirc ndng gibng nhw URL duwoc
truyén trong tham sé vpc_ReturnURL. WebServices nay dwoc Céng OnePAY
goi.

- Giao thirc: GET qua URL

5.1.Tham sé khi OnePAY goi IPN Update:

- Gibng v&i tham sé Payment Response, cac dwdi dang Key=Value&
Key=Valueé&...

5.2.Tham sé tra vé cho OnePAY khi goi IPN Update:

- Tra vé chudi responsecode=1&desc=confirm-success

o Responsecode = 1: received

o Responsecode = 0: received and invalid hash

1. THONG TIN TEST THU NGHIEM VA THAM CHIEU

1. Cach Kiém tra chiv ky (vpc_SecureHash)
- Dinh dang: la chudi chira gia tri hexa dai 64 ky tw IN HOA.
- Str dung ham ma héa HMAC-SHA256 (chudi tham s6, key)

Qui tac tao chir ky:

- Pau vao 1a phan chudi tham sb tor ddu “?” sau Payment URL ho&c Return
URL

- Chubi chi chira cac tham sb cé tién t6 vpc_

- Chubi tham s6 sap xép tham sb theo tht tw anphabe

- Key dung dé Hash la chudi hexa do OnePAY cép cho mdi Merchant ID (goi la
hash code hoac SECURE_SECRET)

Cach kiém tra dir liéu tra vé tir OnePAY:
- Tao lai chudi chi¥ ky theo qui tdc nhw trén va so sanh véi tham sb

vpc_SecureHash tra vé
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2. Théng s6 mdi trwong test tich hop

- Merchant ID (vpc_Merchant): ONEPAY
- Access code (vpc_AccessCode): D67342C2
- Hash Key: ABEFDFABA8653DF2342E8DAC29B51AF0

- Théng tin thé dé test:

Card Type Card Name

Card Number

Date(MM/YY) OTP

ABB NGUYEN HONG NHUNG

9704250000000001

12/08 123456

3. Bang ma 16i Response code (vpc_TxnResponseCode)

o
o5

Chu thich — Giao dién Tiéng Anh/Tiéng Viét

0 The transaction is successful.

Giao dich thanh céng

The transaction is unsuccessful.

This transaction has been declined by
1 issuer bank.

Please contact your bank for further
clarification.

Giao dich khéng thanh céng. Ngan hang phat
hanh thé t&r chdi cp phép cho giao dich. Vui

Idng lién hé ngan hang theo sb dién thoai sau
mat thé dé biét chinh xac nguyén nhan Ngan

hang tir chéi.

The transaction is unsuccessful.

A technical error has occurred during the
3 transaction.

Please contact OnePAY for details
(Hotline 1900 633 927)

Giao dich khéng thanh cong, ¢6 16i trong quéa
trinh cai d&t céng thanh toan. Vui long lién hé
v&i OnePAY dé dwoc hé tro (Hotline 1900 633
927)

The transaction is unsuccessful.

A technical error has occurred during the
4 transaction.

Please contact OnePAY for details
(Hotline 1900 633 927)

Giao dich khong thanh cong, c6 I6i trong qua
trinh cai dat cc“)pg thanh toan. Vui long lién hé
véi OnePAY dé duoc hé tro (Hotline 1900 633
927)

The transaction is unsuccessful.
The transaction amount has been invalid.

Giao dich khéng thanh cong, sb tién khéng hop

5 Please contact OnePAY for details I(?_io\:ltijr;éo;golé)egshsegvzc;)OnePAY dé dugc ho tro
(Hotline 1900 633 927)
mzltlaagi?fé'r?g 'zggzucceSSf“" Giao dich khong thanh cang, loai tién t& khang
6 y : hop I€. Vui long lién hé v&i OnePAY dé dwoc

Please contact OnePAY for details
(Hotline 1900 633 927)

hé tro' (Hotline 1900 633 927)

The transaction is unsuccessful.

The transaction has been declined by
7 issuer bank.

Please contact your bank for further
clarification.

Giao dich khéng thanh cong. Ngan hang phat
hanh thé tir chéi cap phép cho giao dich. Vui
Iong lién hé ngan hang theo sb dién thoai sau
mat thé dé biét chinh xac nguyén nhan Ngan
hang tir chéi.

The transaction is unsuccessful.
8 You have entered incorrect card number.
Please try again

Giao dich khéng thanh cong. Sé thé khong
dang. Vui long kiém tra va thuwe hién thanh toan
lai

The transaction is unsuccessful.

You have entered incorrect card holder
name.

Please try again.

Giao dich khong thanh cong. Tén chu the
khéng dung. Vui Iong kiem tra va thwc hién
thanh toan lai
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The transaction is unsuccessful.

Giao dich khong thanh cong. Thé hét han/Thé

card holder. Please try again.

10 | The card is expired/locked. bi khéa. Vui long kiém tra va thuc hién thanh
Please try again. toan lai
The transaction is unsuccessful. Giao dich khoéng thanh céng. Thé chwa dang ky

11 You have been not registered online st dung dich vu thanh toan tré,n Internet. Vui
payment services. long lién hé ngan hang theo so dién thoai sau
Please contact your bank for details. mat thé dé dwoc hd tro.

The transaction is unsuccessful. : . n . R . .
You have entered incorrect Issue date or G]ao d!(::h khong Ehanh’cong. Ng‘ay phg\t .

12 . hanh/Hét han khéng dung. Vui Iong kiém tra va
Expire date. N A

. thwc hién thanh toan lai
Please try again.

13 | The transaction is unsuccessful. Giao dich khong thanh cong. thé/ tai khoan da
The transaction amount exceeds the vuet qua han mire thanh toan. Vui long kiem
maximum transaction/amount limit. tra va thwe hién thanh toan lai
Please try another card.

The transaction is unsuccessful. Giao dich khong thanh cong. Sé tién khong dd
This transaction cannot be processed due 2 . s .z . A
21 ) 2 . dé thanh toan. Vui long kiém tra va thyc hién
to insufficient funds in your account. C
thanh toan lai
Please try another card.
The transaction is unsuccessful. . . R . R s
This transaction cannot be processed due G'a? d!chhkhong thanh_cgng. Tzhong tln‘ta|
22 . . khoan khong dung. Vui Iong kiém tra va thuc
to invalid account. " L
: hién thanh toan lai
Please try again.
The transaction is unsuccessful. Giao dich khong thanh céng. Tai khoan bj khéa.
This transaction cannot be processed due L AP £ 2ia )
23 Vui Idng lién hé ngan hang theo so dién thoai
to account locked. Please contact your St s a2 p
e sau mat thé dé dwoc ho tro
bank for further clarification.
The transaction is unsuccessful. Giao dich khoéng thanh cdng. Thong tin thé

24 | You have entered incorrect card number. khéng dung. Vui long kiém tra va thyc hién
Please try again thanh toan lai
The transaction is unsuccessful. : ; n . R R .

25 | You have entered incorrect OTP. Gle_ao‘d!ch _kxhong thf”mh cong. OrP khorlg du_ng.

. Vui long kiém tra va thwe hién thanh toan lai
Please try again.
The transaction is unsuccessful. . . . . N el
g Giao dich khéng thanh cong. Qua thoi gian
253 | Transaction timed out. . = 2 A
. thanh toan. Vui long thwe hién thanh toan lai
Please try again.
The transaction is unsuccessful. Giao dich khéna thanh céna. Nawdi siv dun
99 | The transaction has been cancelled by X 9 9- N9 {ng

hay giao dich

4. CA&c thuat ngir viét tat trong tai liéu

STT Thuat ngiv Mo ta
1 | OnePAY Cbng thanh toan trwc tuyén OnePAY
2 Ngan hang Hé théng quan Iy Thé/Tai khodn ngan hang va x& ly giao dich
3 | BVCNTT/Merchant DPon vi chdp nhan thanh toan, website chap nhan thanh toan tryc tuyén
4 URL Uniform Resource Locator, Dwéng dan lién két website
s | oTp One Time Password: Mat khau §L’f dung mot lan trong khoang th&i gian
nhat dinh do ngan hang cung cap dé xac nhan giao dich thanh toan
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CvwVv Card Verification Value: Ma xac nhan, ndm mat sau cla thé
SSL Giao thirc ma héa va bdo mat théng tin truyén qua mang Internet
IPN Instant Payment Notification: Théng bao cho BVCNTT giao dich da

dwoc thwe hién qua OnePAY
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